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Abstract: Researchers and scientists are always motivated by environment and natural organisms to crack real world problems. Protection of computer 
systems is no exclusion. For identifying intrusion, artificial immune system motivated from natural defense system works proficiently. In this proposed 
methodology, we are implementing two levels of defense for computer security. The primary level of defense is Innate Immune system and the 
secondary is Adaptive Immune system. For Innate immune system, detectors are generated using negative selection algorithm. The result reveals the 
effectiveness of proposed methodology for detecting intrusion against malicious attacks on the network system 
 
Index Terms: Adaptive immune system, innate immune system, intrusion detection, negative selection algorithm, human immune system. detection rate, 
network security.   
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1. INTRODUCTION 
The Internet is a large scale open network. With expansion 

of the Internet and its capability, life is becoming easy for 
everyone. It is helpful and beneficial for both business 
organization and individual user. In today‘s world, most of the 
work can easily done by Internet like e-business, e-ticket, e-
shopping and many more [1]. Now days, Internet connectivity 
is becoming very important phase. The widespread growth of 
Internet and increasing easy accessibility of tools, for attacking 
computer network is one of the major concerns of network 
administrators and security providers for the security of 
computer systems [2] and data in it capitalized. Network 
security is the protection offers to a network from illegal, 
unwanted access and threats [3]. To take on protective actions 
for network from security threats, is the responsibility of 
network administrator. Computer networks [4] that are involved 
in normal daily dealings and communication within the 
government, individuals, or business organization require 
safety of their computer. In past few years, government, our 
army and business area shows their increased reliability and 
dependability on Internet for their day to day activity. This has 
created a major challenge to prevent external attacks and 
securing the computer network. The main concern is choosing 
suitable intrusion detection system which is mainly of two 
types: network intrusion detection (NIDS) [5] and host intrusion 
detection (HIDS) [6]. These both techniques are very dissimilar 
from one another. Approach of deployment for both techniques 
is very different. Both technology is opposite to each other and 
can‘t be replaced for one another. Network IDS is placed on  

 

the network segment and monitors all the hosts which are on 
that network segment. In the work [5], they used different 
techniques to automate intrusion detection. 
Host IDS is a completely different from NIDS. It has software 
application or agents which install on particular hosts which is 
to be monitored. It examines different types of modification 
over time on host which may signal safety problems. HIDS 
examines the actions and activities of a host which is to be 
monitored and match up to with its normal behavior. Example 
of HIDS is an intrusion detection system that monitors mainly 
system files while IDS that explore ongoing network traffic is a 
part of network intrusion detection system. We can also 
categorize IDS on basis of detection approach: signature-
based detection (detects malware by looking for particular 
pattern) and anomaly-based detection (detecting variation 
from a model of normal behavior of system, which often relies 
on machine learning). In [7], they used hybrid approach using 
artificial immune system [8] and soft computing. Rough set 
theory with artificial immune system is used for intrusion 
detection in NIDS. A higher level artificial immune system [9] is 
used for process anomaly detection [10, 11], in which artificial 
cells communicate with each other. Signature-based approach 
can also be referred as Knowledge-based approach. It refers 
database for earlier attacks and for known system 
vulnerabilities. It easily detects known attacks but it is not 
possible for it to detect attacks that are new to system and 
unknown for it [12]. Another approach is Anomaly-based which 
can also be referred as Behavior-based intrusion detection 
system. It is mainly for detection of new and unknown attacks. 
It uses the approach of machine learning and prepares a 
model of normal behavior of system and compare any new 
pattern against this model .This is effective against previously 
unknown attacks. For real time systems, memory heat map 
technique is used in [13]. Researchers and scientists are 
always motivated by environment and natural organisms to 
resolve real world troubles. Computer safety is no exclusion in 
it. Artificial immune system (AIS) motivated from natural 
immune system [2, 3] works proficiently for identifying 
malicious attacks and threats in a network. Incremental 
learning on the basis of population technique [14] and a 
classifier is used with AIS for detecting intrusion in network. 
Artificial Immune System is a group of strategies which is 
motivated by the immune system of human [9, 15]. For solving 
complex problems, defense system is a motivation for latest 
innovative methodologies. The main attraction of immune 
system is its adaptive nature, robustness, self management, 
self defensiveness, self learning and many more which 
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catches attention. Human immune system is full of many 
strategies which become motivation for large variety of skills 
and methods [14]. These approaches are negative selection 
algorithm, artificial immune networks, clonal selection 
approach, danger algorithm [16], and dendrite cell algorithm 
[17, 21].  A multilevel immune learning algorithm [18] is used 
for pattern detection which is motivated from immunological 
ideology. The negative selection algorithm [19] describes ‗self‘ 
by defining normal profile patterns of a system, which is to be 
monitored. The randomly generated patterns are compared 
with self defined samples. If random pattern matches with 
patterns which are normal then that pattern can‘t become 
detector. If randomly generated pattern is not matched with 
self then it becomes detector pattern. During monitoring 
phase, if any new pattern matches with detector then it is 
consider as anomaly. The remaining paper is structured as: 
section2 gives background about topic. In this, we are 
providing overview of negative selection algorithm and human 
immune system. Section 3 presents the proposed approach. 
Section 4 is about results and analysis. Then section 5 
presents the conclusion drawn from the results. Finally, this 
paper presents references of this paper. 
 

2 BACKGROUND 
 
2.1 Human Immune system  
The immune system is a defense system of our body and it 
consists of several natural structure and procedure within our 
body that secures us against infection. Immune system has to 
detect any outer threats, such as pathogens, viruses, worms 
and to distinguish these agents from our body‘s cells and 
tissues. The immune system can be categorized into two 
subsystems, the innate immune and the other is adaptive 
immune system [20]. The innate immune system also 
recognized as the non-specific immune system. It is an 
essential part of human immune system which includes cells 
and processes that protect the body from foreign elements. 
The innate system recognizes and takes action against any 
antigen in a common basic manner, but, it does not give 
lifelong immunity to the human body as the adaptive immune 
system offers. Innate immune systems provide instant safety 
against outer threat. Primary layer of defence: Innate 
ImmunityInnate immune system defends the body against 
pathogen, malignant cell and virus. It is not specific security 
system. When an antigen, virus or pathogen get in touch with 
human body then it play its role without any delay. It involves 
physical obstacles like skin, cells and tissues of defense 
system that target outer threats in the body. Chemical 
properties of antigen trigger the innate immune 
system."Innate" immunity refers to immunity that is present 
from the time of birth and not learned. Physical epithelial 
barriers, phagocyte leukocytes, dendrite cells, a unique form 
of lymphocyte termed as natural killer (NK) cell, and circulating 
plasma proteins are important components of this primary 
defense system. After local injury or infection in the body, its 
first reaction is inflammation. Injured tissues release chemo 
attractant histamine for signaling the body about inflammation. 
Neutrophils are first immune cells that reach at injured part. 
These are rapid response cells which identify and destroy the 
antigens and bacteria with process phagocytosis. In this 
process, cell engulfs and digests another cell or bacteria. 
Macrophages are also immune cells which are little bigger and 
have longer lifespan then neutrophils [22]. These are also 

phagocytizes foreign organism. Natural killer cells [23] are a 
kind of immune cell which have the ability to detect and target 
intracellular infection of body cells by viruses. It is a unique 
kind of lymphocytes which is an essential and key component 
of innate immunity system that controls numerous types of 
tumors and other infections by limiting their speed and 
subsequent tissue damage. Figure 1 show the activation time 
of innate immunity after infection is some hours i.e. it responds 
quickly after infection. 

 

 
Figure 1 Activation time of innate immunity after infection 

 
The main attraction of innate immune system is it responds 
quickly to various unknown invaders whether they have been 
encountered before or not. Secondary layer of defence: 
Adaptive ImmunityIt is termed as antigen-specific or acquired 
immune system. When any antigen or pathogen attacks our 
body then that foreign body is first processed and identify by it. 
Adaptive defence system [24] creates a collection of immune 
cells to attack detected foreign body. For making upcoming 
response more effective against specific pathogen it uses 
―memory‖. In contrast to innate defence, it is little slow but it 
provides long lasting safety. It consists of much focused cells, 
tissues and methods that eradicate antigens and stop their 
development. It is also termed as acquired defence system or 
specific defence system which is a part of whole defence 
system and develops throughout our life time. The main role in 
adaptive defence response is of white blood cells which are 
recognized as lymphocytes. Lymphocytes are also of two 
types T lymphocytes and B lymphocytes. Both type of 
lymphocytes come from the same stem cells, and are 
differentiated after their maturation. B-cell is matured in bone 
marrow while T lymphocytes get mature in thymus. In humeral 
defence reaction, B lymphocytes play a vital role. On the other 
hand, in cell-mediated defence reaction T- lymphocytes come 
in picture. B-cell produces antibodies while T-lymphocyte 
secretes lymphokines for fighting against pathogen and 
antigen. Figure 2 represents the activation time of adaptive 
immunity is in days after infection which shows its slow 
response against infection. The adaptive T cell aims to that 
pathogens that have colonized body cells or which have 
become malignant and B-cell aims to that pathogen that are 
free in bloodstream or present at mucosal surface. 
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Figure 2 Activation time of adaptive immunity after infection 

 
The adaptive system destroys pathogens and the toxic 
released by them. But sometimes it is unable to differentiate 
between harmless and harmful foreign body and signals false 
alarm. Table 1 gives overview of distinction between innate 
and adaptive immunity on different characteristics. 

Table 1 Comparison of innate and adaptive immunity [24] 
 

Properties Innate Immunity Adaptive Immunity 

Existence Innate Immunity exists 
in body from the time of 
birth. 

It is build up in 
response to any 
foreign body attacks. 

Specificity Non-specific response Specific response 

Memory cells Not able to memorize 
the pathogens 

It have memory cells 
for memorizing 
pathogens and 
antigens 

Prior Exposure No need of prior 
exposure 

Only develops when 
body expose to 
antigens and 
pathogen 

Range of 
defense 

Restricted High 

Other name In born Immunity  Acquired Immunity 

 
2.2 Negative Selection Algorithm 
Negative Selection algorithm (NSA) has been in demand and 
most liked algorithm to study and apply in diverse area, 
because it is simple, less complicated and easy to put into 
practice. Its detection or recognition phase give good outcome, 
if detectors are properly generated. NSA [25] differentiates 
between self and non-self i.e. between normal and intruder. If 
detector is good then it should not resemble with self patterns 
defined by the system, thus choosing the approach to 
generate these detectors is a key decision. The similarity 
measures which are used for matching regulations should be 
exactly chosen, so that self patterns should be accurately or 
closely the same. The main idea behind negative selection 
algorithms is to distinguish between self and non-self. It 
consider self as normal and non-self as intruder or abnormal 
to the system. This is done by T-cells [26] in our body which is 
born in bone marrow and then goes to thymus for maturation. 
In maturation phase, T-cells are being trained to learn the self 
or normal sample. Self patterns are defined and other patterns 
which are not in self are termed as Non-self for system. After 
training phase, when they become mature, they are ready to 
begin recognition process [25-26]. Figure 3 explain the 
generation of detector set using NSA in training phase. 

In the same manner, in intrusion detection system, a pattern is 
defined which symbolize the normal behavior or self.  Patterns 
which do not match the self are termed as detectors in training 
period. After completion of training mode, they enter into 
detection phase where they detect and recognize anomalous 
activity. 

 
 
 
 
 
 
 
 

 
 
 
 
 

Figure 3 Generation of detector set using NSA 
 

3 PROPOSED METHODOLOGY 
The proposed methodology is inspired by immune system of 
human. In this we detect external threats by the mechanism as 
followed by human body to protect our body from pathogens 
and antigens. It incorporates AIS using innate and adaptive 
immune system for intrusion detection. We use negative 
selection algorithm. NSA defines self and non- self to the 
system. Figure 4 illustrate the procedure of proposed 
methodology in terms of block diagram.  
 
3.1 Architecture 
In the proposed approach, IDS is positioned at each host 
computer. Each host based computer has two layer of 
defense. The primary layer referred as innate immune 
detection system and secondary layer of defense referred as 
adaptive immune detection system. 
 
3.2 Methodology 
System uses negative selection algorithm by defining self 
set(S) or normal file extensions like .txt, .word, .doc, .pdf, .xml, 
.xls,. Number of files comes from different sources are 
compared to self set. It also has detector set (R) which 
describes abnormal pattern. If file matches with self set or 
normal extensions then it does not become detector pattern. If 
file extensions are not matched with self set then it becomes 
detector pattern and added in detector set. In monitoring 
stage, file extensions matched with detector pattern termed as 
anonymous file extensions. In monitoring phase, the innate 
immune detection system monitors each file that is accepted 
by host computer. The extension of file can be of any type. 
When file arrives at host computer, the primary layer of 
defense (innate immune detection system) is activated. It 
checks the file, whether it is of the extension type matched 
with detector set like .exe, .bash, .dos or .bat. If file extension 
is matched with detector then it is marked as anonymous files 
and if it does not belong to detector pattern then it is accepted 
and considered as normal file. Anonymous files are sends to 
secondary layer of defense that is adaptive immune detection 
system by changing their extension to .doc or .txt. By changing 
the file properties the susceptibility of file to multiply or reside 
in the hard disk is minimized. As the file extension is changed 
from original, B-cell activation module which is a part of 
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adaptive immune detection system is invoked. This module 
checks the vulnerability of file. If file is found malicious after 
parsing by B-cell activation module, T-cell activation module is 
invoked. T-cell activation module is also a component of 
adaptive immune detection system. It deletes the file, which 
founds malicious after file parsing by B-cell module and it also 
generates alert and sends mail to the administrator.  

 
Figure 4 Block diagram of proposed methodology 

 
3.3 Proposed Algorithm 
Figure 5 gives general idea of training phase and detection 
phase of proposed algorithm. In training phase, samples are 
classified as self and non-self on the basis of negative 
selection algorithm. In monitoring or detection phase, new 
samples are compared with negative samples by anomaly 
detection function, for identification of normal and anomalous 
file extensions. Training Phase 

Step1: Specify the normal file extensions i.e. self set for 
system which are .txt, .word, .pdf, .xml. 

Step2: System also declares the detector set which 
defines abnormal patterns or anonymous extensions. 

Step3: When the file comes from network and its 
extension are compared with self set, defined by the system.  

Step4: If file extension not matched with normal or self set 
then it becomes detector and added in detector set. 

Step5: During monitoring stage any file extension that 
matches with detector pattern, then it is termed as anonymous 
extension. 
Monitoring Phase 

Step 1: Accept the file from network to host based 
computer. File can be of any extension. 

Step 2: Store the file details in Master table like file name, 
extension, date of arrival, original path. 

Step 3: Detect the file extension whether it is of detector 
set like .exe, .bash, .dos or .bat. If file have these extension 
the file marked as anonymous file. 

Step 4: If file is found anonymous in step 3 then file is 
renamed and duplicate filename, modification date, duplicate 
path is entered in master table. 

Step 5: Accept the file in B-cell table (transaction table) if it 
is found anonymous in step 3 and store its detail in B-cell table 
like original file name, original path, duplicate filename, 
duplication path, date of modify, status, date of delete. 

Step 6: Accept the file from B-cell table for parsing. 
Step 7: Identify the virus, worm or malware if any present 

in anonymous invalid file. 

Step 8: If file is found malicious then file access denied 
otherwise file access granted. 

Step 9: If file type is found to be malicious then alert is 
generated to the server and mail is sent to the administrator. 

 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 

Figure 5 Training and Monitoring phases 

 
Figure 6 Flowchart of monitoring (detection) phase 

 
Figure 6 illustrates the flow of detection phase of proposed 
approach. 
 

4 RESULTS 
Core java 1.7 for dependency injection, spring core 4.1.5 
release is used. By using this we eliminate the class to class 
dependency. Spring integration 4.1.5 release is used for 
polling data listener, inbound adapter and outbound adapter. 
Spring mvc is used for controller i.e. for calling backend 
through Front end. For database connectivity, Hibernate 4.3.8 
final is used. For storing data, we used Oracle 10g. Tomcat 8 
is used as application server and 200 ok is used as web 
server. Boot strap is used for Front end directory, so it provides 
components to front end.  There are many measures on which 
we can compute the performance of intrusion detection 
system. Major metrics are detection rate, false negative rate, 
accuracy, false positive rate, effectiveness, efficiency. For 
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evaluating performance we have to compute the True positive 
(TP), False positive (FP), True negative (TN), false negative 
(FN).  
•True positive (TP): Intrusions that are recognized by the 
Intrusion Detection System successfully [27]. 
•False positive (FP): Normal or non-malicious files that are 
incorrectly categorize as intrusive by the IDS [27].  
•True Negative (TN): Normal or non-malicious files that are 
correctly marked as normal or non-malicious by the IDS [28].  
•False Negative (FN): Intrusions which are failed to spot by the 
intrusion detection system, and labeled as normal or non-
malicious [28].  
When the malicious files are induced in the system, the 
proposed methodology demonstrates the following results as 
in table 2. The malicious files are induced ranging from 1-1000 
as inputs and its corresponding detection rate in % is shown in 
table 2 and same is demonstrated in form of graph in figure 7. 
 
4.1 Detection Rate (DR) 
 It is calculated as the proportion between the number of 
successfully recognized malicious files and the total number of 
malicious files induced, see equation (1) and (2).  
 
 
   
 

        (1) 
               (2) 
    
As an example, we introduce 100 malicious files and IDS 
correctly identifies 99 files as malicious. So its detection rate is 
99%. And on introducing 1000 malicious files, IDS correctly 
identifies 993 files as malicious. So its detection rate is 99.3%. 

 
Table 2 Tabular Details of the Number of Malicious Files 

induced vs. Detection Rate. 
No. of malicious files (X- 

Axis) 
Detection rate (in %) (Y- 

Axis) 

1 100 

10 100 

100 99 

1000 99.3 

    
 In proposed methodology, we also used NSA with anomaly 
detection approach. By NSA, detectors are generated. Initially 
we mark file anonymous, if it have extension .exe and scan it 
for any malware detection. 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 

Figure 7 Represents detection rate according to malicious 

attack 
    Then we increase the count of anonymous extensions 
(extensions which have the possibility of any malware).  
Detection Rate with Increasing Number of Detectors 
    It is calculated same as detection rate but we increase the 
number of detectors accordingly see equation (3) and (4). 
 
 
 
                    (3) 
 
 
       
 

(4) 
 
For example when we only mark 1 file extension as 
anonymous i.e. 1 detector and introduce 1000 malicious files, 
it correctly detected 920 files as malicious i.e. detection rate of 
identifying malicious files correctly by IDS is 92% and when 
mark 10 file extension as anonymous i.e. 10 detector then out 
of 1000 malicious files, it successfully detect 960 files as 
malicious i.e. detection rate of identifying malicious files 
correctly by IDS is 96%. Table 3 shows the increasing 
detection rate by increasing no. of detectors i.e. anonymous 
file extensions and the same is represented in a graph in 
figure 8. 
Table 3 Relation between Number of Detectors and Detection 
Rate of identifying Malicious Files correctly by IDS. 
Table 3 Relation between Number of Detectors and Detection 

Rate of identifying Malicious Files correctly by IDS 
 
 
 

No. of 
detectors 
(X-Axis) 

No. of 
malicious 

files 

Detection rate (in %) 
(Y-Axis) 

1 1000 92 

10 1000 96 

20 1000 97.2 

30 1000 97.8 

40 1000 98 

50 1000 98 

60 1000 99.3 

 
 
 
 
 
 
 
 
 
 

 
 
 
 
 

Figure 8 Depicts detection rate of identifying malicious files 
correctly by IDS with respect to no. of detectors 
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4.2 False Negative Rate (FNR) 
It is calculated as the proportion between   the no. of malicious 
files wrongly identified as normal and the total number of 
malicious files induced, see equation (5) and (6).  
 
 

   (5) 
         
 
 
 

                                 (6) 
 

Table 4 represents the decreasing false negative rate by 
increasing no. of detectors and same is illustrated by graph in 
figure 9. It is clear that the anomaly IDS that would be 
developed using our improved algorithm will report less false 
negative than work previously done [29].For example when we 
only mark 1 file extension as anonymous i.e. 1 detector and 
introduce 1000 malicious files, it fails to detect 80 malicious 
files and mark it as normal i.e. false Negative rate is 8% and 
when mark 10 file extension as anonymous i.e. 10 detector 
then out of 1000 malicious files, fails to detect 40 malicious 
files and mark it as normal i.e. false Negative rate is 4%. 

 
Table 4 Relation between Number of Detectors and False 

Negative Rate 
Number of  
detectors 
(X-Axis) 

Number of 
malicious 

files 

False Negative rate (in 
%) 

(Y-Axis) 

1 1000 8 

10 1000 4 

20 1000 2.8 

30 1000 2.2 

40 1000 2 

50 1000 2 

60 1000 .7 

 
 
 
 
 
 
 
 
 
 

 
 
 
 

Figure 9 Depicts false negative rates with increasing no. of 
detectors 

4.3 False Positive Rate (FPR) 
It is calculated as the proportion between the number of 
normal or non malicious files detected as intrusion and the 
total number of normal non malicious files, see equation (7) 
and (8).  
 

   (7) 
 
         

                                               (8) 
 

Because of negative selection algorithm, FPR is also very less 
which is shown in table 5 and same is explained by graph in 
figure 10. 

 

Table 5． Tabular details of the Number of Normal Files 

induced vs. False Positive Rate 
No. of Normal files (X-
Axis) 

False Positive rate (in %)  
(Y-Axis) 

100 0 

200 .5 

300 .66 

400 .75 

500 .60 

600 .66 

700 .71 

800 .75 

900 .77 

1000 .8 

 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 

Figure 10 Represent the False positive rate with normal files 
induced in the system 

 
Table 6 shows the parameters detection rate, effectiveness, 
FNR and FPR, we get improved results as compared to 
approach proposed earlier [28]. 

 
Table 6 Comparison of Implemented Approach with Previous 

Work 
 Detection 

approach 
used 

No. of 
Detecto
rs used 

Dete
ction 
Rate 

False 
negativ
e Rate 

Eff
ecti
ve 

Previous 
work[29] 

Signatur
e based 
and 
Anomaly 
based 

2 99% More Le
ss 

Impleme
nted work 

Signatur
e based, 
Anomaly 
based 
and 
Negative 
Selection 
based 

60 99.3
% 

Less Mo
re 
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4 CONCLUSION 
The proposed methodology is inspired by immune system of 
human. It incorporates artificial immune system using Innate 
and Adaptive Immune system for Intrusion detection. Negative 
selection algorithms also applied for generating detectors. 
Through NSA, in training phase, file extensions which are non-
malicious or normal is defined as ‗Self‘ and the extensions 
which are not matched with ‗Self‘ are added in Detector set. 
Later, in detection phase, these detector extensions detect 
anomalous files. The files are accepted from network traffic by 
host based computer. Then their file extensions are checked 
for any anomaly. If files are of types like .exe, .bash, .dos, .bat 
etc i.e. of detector pattern then their properties is changed and 
it activates the B-cell intrusion detection module. It parsed the 
anonymous file for threat detection and if it found malicious it 
activates the T- cell intrusion detection module. If file is found 
malicious then its access is denied and alarm is generated 
otherwise file access is granted. The results reveal that the 
proposed methodology using Negative selection algorithm is 
more effective and accurate for detecting intrusion in the host-
based system.  In future, we will convert our IDS into IPS by 
using another AIS approach and will try to add NIDS 
architecture. 
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