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Abstract : Barrier Coverage acting a vital role in wireless sensor networks. Research on barrier coverage has mainly focused on the existence 
maximization and the critical circumstances to achieve k-Barrier Coverage under a mixture of sensing models. When sensors are at random deployed 
on the  boundary of  a neighborhood of interest, they may form several disjoint barrier covers. To maximize the lifetime of barrier reporting, those barrier 
covers need to be planned to avoid a security problem, call breach. In a heterogeneous wireless sensing element network, given a collection of barrier-
covers every with a life, to review the matter of finding a lifetime-increasing set with a breach-free sleep-wake up programing. Its first prove that it can be 
judge in polynomial time whether a given sleep-wake up timetable is breach-free or not, but given a set of barrier-covers, it is NP-Complete to make a 
decision whether there exist a breach-free timetable. Then, its  show that the problem of finding a lifetime-maximizing breach-free timetable is 
corresponding to the maximum node weighted path problem in a directed graph, and design a parameterized algorithm. Investigat ional results show that 
our algorithm considerably outperforms the heuristics anticipated in the literature. 
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1. INTRODUCTION  
The barrier-coverage is a viral issue within the study of 
wireless sensor networks. It has Associate in Nursing  
application in watching the boundary of a region of interest so 
as  to guard the realm from Associate in Nursing interloper. 
Often, a narrow region nearby the boundary, called the 
boundary region, looks like a belt. To be more concrete, a 
region is called a belt if its boundary consists of two parallel 
lines called banks. The distance between the two banks is 
called the width of the belt. For example, rings and strips are 
belts. A belt is closed if it is a closed and bounded region, 
such as a ring. For an unbounded belt, one often studies a 
segment between two lines Perpendicular to its banks. In 
such a case, the boundaries of the two lines are considered 
to be open and this segment of belt is called an open belt. A 
closed belt can be cut into an open belt by a line so that all 
those results we obtain for open belts can also be applied to 
closed belts. Therefore, for simplicity of statements, by a belt, 
we mean an open belt from now on. A belt is separated by a 
curve if any walk from one bank to the other bank must cross 
the curve. Such a curve is called a separating curve. A set of 
sensors is called a barrier-cover if it covers a separating 
curve. For convenience, we assume that the considered belt 
is horizontal, the area of interest is below the belt and the 
intruder is located above the belt so that if an intruder wants 
to get into the area of interest, then it will be detected by at 
least one sensor of a barrier-cover. The span in which a 
sensor x can work before running out of power is called the 
lifetime of x. The lifetime of a barrier cover is the span that it 
covers a separating curve. So, for minimal barrier coverage, 
its lifetime equals to the minimum lifetime of a sensor 
contained in it. In a homogeneous wireless sensor network, 
the lifetime for every sensor is one unit of time period, and 
thus the lifetime for every minimal barrier cover is one unit of 
time period too some fundamental questions in the study of 
breach-free barrier coverage are as follows. Given a set of 
barrier-covers, how to judge whether a breach-free sleep-
wake up schedule exists or not? If exists, how to compute it? 
If not, how to find a large subset of barrier-covers with a 
breach-free sleep-wake up schedule. In a homogeneous 
wireless sensor network, the lifetime of a sleep-wake up 
schedule is clearly the number of barrier-covers participating 
in the schedule, since every barrier-cover has one unit of 
lifetime. While in a heterogeneous wireless sensor network, 

different barrier-covers may have different lifetimes, and thus 
the lifetime of a sleep-wake up schedule is the sum of 
lifetimes of those barrier-covers participating in the schedule.    
The barrier-coverage is a crucial  issue within the study of 
wireless detector networks. It has associate application in 
observation the boundary of a district   of interest so as to 
shield the realm from associate interloper. Often, a narrow 
region nearby the boundary, called the boundary region, 
looks like a belt. To be more concrete, a region is called a 
belt if its boundary consists of two parallel lines called banks. 
The distance between the two banks is called the width of the 
belt. For example, rings and strips are belts. A belt is closed if 
it is a closed and bounded region, such as a ring. For an 
unbounded belt, one often studies a segment between two 
lines perpendicular to its banks. In such a case, the 
boundaries of the two lines are considered to be open and 
this segment of belt is called an open belt. A closed belt can 
be cut into an open belt by a line so that all those results we 
obtain for open belts can also be applied to closed belts. 
Therefore, for simplicity of statements, by a belt, we mean an 
open belt from now on. A belt is separated by a curve if any 
walk from one bank to the other bank must cross the curve. 
Such a curve is called a separating curve. A set of sensors is 
called a barrier-cover if it covers a separating curve. For 
convenience, we assume that the considered belt is 
horizontal, the area of interest is below the belt and the 
intruder is located above the belt so that if an intruder wants 
to get into the area of interest, then it will be detected by at 
least one sensor of a barrier-cover. The span in which a 
sensor x can work before running out of power is called the 
lifetime of x. The lifetime of a barrier cover is the span that it 
covers a separating curve. So, for minimal barrier coverage, 
its lifetime equals to the minimum lifetime of a sensor 
contained in it. In a homogeneous wireless sensor network, 
the lifetime for every sensor is one unit of time period, and 
thus the lifetime for every minimal barrier cover is one unit of 
time. Some fundamental questions in the study of breach-free 
barrier coverage are as follows. Given a set of barrier-covers, 
how to judge whether a breach-free sleep-wake up schedule 
exists or not? If exists, how to compute it? If not, how to find a 
large subset of barrier-covers with a breach-free sleep-wake 
up schedule? In a homogeneous wireless sensor network, 
the lifetime of a sleep-wake up schedule is clearly the number 
of barrier-covers participating in the schedule, since every 
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barrier-cover has one unit of lifetime. While in a 
heterogeneous wireless sensor network, different barrier-
covers may have different lifetimes, and thus the lifetime of a 
sleep-wakeup schedule is the sum of lifetimes of those 
barrier-covers participating in the schedule. In this paper, we 
are going to present our solutions to these question 

 
2. RELATED WORK 
J. Francois, I. Aib, and R. Boutaba, ―Firecol: a cooperative 
Protection Network for the Detection of Flooding ddos 
Attacks,‖ IEEE/ACM Trans. on Netw., vol. 20, no. 6, Dec. 
2012, pp. 1828-1841. Distributed denial-of-service (DDoS) 
attacks stay a significant security downside, the mitigation of 
that is extremely exhausting particularly once it involves 
extremely distributed botnet-based attacks. The early 
discovery of these attacks, although challenging, is 
necessary to protect end-users as well as the expensive 
network infrastructure resources. In this paper, we address 
the problem of DDoS attacks and present the theoretical 
foundation, architecture, and algorithms of FireCol. The core 
of FireCol consists of intrusion interference systems (IPSs) 
situated at the net service suppliers (ISPs) level. The IPSs 
type virtual protection rings round the hosts to defend and 
collaborate by exchanging elect traffic info. The analysis of 
FireCol exploitation in depth  simulations and a true dataset is 
bestowed, showing FireCol effectiveness and low overhead, 
as well as its support for incremental deployment in real 
networks. S. T. Zargar, J. Joshi, D. Tipper, ―A Survey of 
Defense Mechanisms Against Distributed Denial of Service 
(DDoS) Flooding Attacks,‖ IEEE Commun. Surv. & Tut., vol. 
15, no. 4, pp. 2046 - 2069, Nov. 2013. Distributed Denial of 
Service (DDoS) flooding attacks square measure one among 
the largest considerations for security professionals. DDoS 
flooding attacks square measure generally express tries to 
disrupt legitimate users’ access to services. Attackers 
typically  gain access to an outsized range of computers by 
exploiting their vulnerabilities to line up attack armies (i.e., 
Botnets). Once Associate in Nursing attack army has been 
discovered, Associate in Nursing aggressor will  invoke a 
coordinated, large-scale attack against one or a lot of  
targets. Developing a comprehensive defense reaction 
against known and anticipated DDoS flooding attacks may be 
a desired goal of the intrusion detection and interference 
analysis community. However, the event  of such a 
mechanism needs a  comprehensive understanding of the 
matter  and therefore the techniques that are used to this 
point in  preventing, detecting, and responding to various 
DDoS flooding attacks. In this paper, we tend to explore the 
scope of the DDoS flooding attack downside and tries to 
combat it. We reason the DDoS flooding attacks and classify 
existing countermeasures supported wherever and once  
they forestall, detect, and answer the DDoS flooding attacks. 
Moreover, we tend to highlight the necessity for a 
comprehensive distributed and cooperative defense 
approach. Our primary intention for this work is to stimulate 
the analysis community into developing creative,  effective, 
efficient, and comprehensive interference, detection, and 
response mechanisms that address the DDoS flooding 
problem before, during and after an actual attack. A. Yaar, A. 
Perrig, D. Song, ―StackPi: New Packet Marking and Filtering 
Mechanisms for DDoS and subject field Spoofing Defense,‖ 
IEEE J. on Sel. Areas in Commun., vol. 24, no. 10, pp. 1853 - 
1863, Oct. 2006.  

. Today’s web hosts square measure vulnerable  by large-
scale Distributed Denial-of-Service (DDoS) attacks. The Path 
Identification (Pi) DDoS defense theme has recently been 
planned as a settled packet marking theme that permits  a 
DDoS victim to filtrate attack packets on a per packet basis 
with high accuracy once solely some  attack packets square 
measure received [40]. In this article, we propose the StackPi 
marking, a new packet marking scheme based on Pi, and 
new filtering mechanisms. The StackPi marking theme 
consists of 2 new marking strategies that will  improve Pi’s 
progressive preparation performance: Stack-based marking 
and Write-ahead marking. Our theme nearly utterly  
eliminates the result  of some inheritance routers on a path, 
and performs 2–4 times higher than the initial  Pi theme in an 
exceedingly distributed preparation of Pi-enabled routers. For 
the filtering mechanism, we tend to derive Associate in 
Nursing optimum threshold strategy for filtering with the Pi 
marking. We conjointly develop a brand new filter, the PiIP 
filter, which might be accustomed find informatics  spoofing 
attacks with simply one attack packet. Finally, we tend to 
discuss very well StackPi’s compatibility with informatics 
Fragmentation, pertinency in Associate in Nursing IPv6 
setting, and several other important issues relating to 
potential deployment of StackPi. H. Wang, C. Jin, K. G. Shin, 
―Defense Against Spoofed bailiwick Traffic exploitation Hop-
Count Filtering,‖ IEEE/ACM Trans. on Netw., vol. 15, no. 1, 
pp. 40 - 53, Feb. 2007. IP spoofing has usually been 
exploited by Distributed Denial of Service (DDoS) attacks to: 
1) conceal flooding sources and dilute localities in flooding 
traffic, and 2) coax legitimate hosts into becoming reflectors, 
redirecting and amplifying flooding traffic. Thus, the power  to 
filter spoofed informatics packets close to victim servers is 
crucial to their own protection and interference  of turning into 
involuntary DoS reflectors. Although Associate in Nursing 
aggressor will forge any field within the informatics header, 
he cannot falsify the quantity of hops Associate in Nursing 
informatics  packet takes to achieve its destination. More 
significantly, since the hop-count values square measure 
various, an attacker cannot randomly spoof IP addresses 
while maintaining consistent hop-counts. On the opposite 
hand, a web server will simply infer the hop-count info from 
the Time-to-Live (TTL) field of the informatics header. Using a 
mapping between informatics addresses and their hop-
counts, the server will distinguish spoofed informatics  
packets from legitimate ones. Based on this observation, we 
tend to gift  a unique   filtering technique, referred to as Hop- 
Count Filtering (HCF)—which builds an correct IP-to-hop-
count (IP2HC) mapping table—to detect and discard spoofed 
IP packets. HCF is easy to deploy, because  it doesn’t need 
any support from the underlying network. Through analysis 
exploitation network mensuration knowledge, we tend to 
show that HCF will establish near to ninetieth of spoofed 
informatics packets, then discard them with very  little 
casualty. We implement and assess HCF within the Linux 
system kernel, demonstrating its effectiveness with 
experimental measurements. 
 

3. EXISTING PROCESS 
A potential security outflow within the barrier coverage 
programming downside, which is discovered. In particular, 
Kim et al. study the necessary and sufficient conditions for a 
2-barrier coverage to have a breach-free scheduling, and 
present several heuristics that find a subset of the given set 
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of barrier-covers to yield a breach-free scheduling. However, 
their work does not provide any theoretically guaranteed 
performance bound. As barrier coverage plays a vital role in 
applications such as battlefield surveillance and intrusion 
detection, breach-free scheduling of barrier covers is a 
primary and ultimate goal of barrier coverage. In this paper, 
we take the challenge to improve barrier coverage by 
designing breach-free scheduling strategies.  
 
DISADVANTAGES 

 Sensor Nodes Have Location Errors.  

 Set Cover Problem  
 
PROPOSED PROCESS 
In proposed using a breach-free scheduling for barrier 
coverage in heterogeneous sensor networks. We proved that 
given a sleep-wake up schedule S, it can be determined in 
polynomial time whether S is breach-free or not. We then 
proved that it is NP-Complete to determine the existence of a 
breach-free scheduling given a set of barrier covers. Given a 
set of barrier covers each with a lifetime, we showed that the 
problem of finding the lifetime maximizing subset with a 
breach-free schedule is equivalent to the maximum node-
weighted path problem in a directed graph, which does not 
have a polynomial-time approximation with performance ratio 
O(n1−ε) for any _ > 0 unless NP=P, where n is the number of 
given barrier-coverage.  
 
ADVANTAGES 

 Barrier coverage in heterogeneous sensor networks.  

 Reduce the cost of sensor node deployment.  
 
 ALGORITHM  

 Sleep Wake Up Scheduling Algorithm 
 
PROCESS 

 Node Creation 
 Communication Process 
 Key Generation Process 
 File Transmission Process 
 Event Monitoring 

 
NODE CREATION 
In the Network process, the node creation is main access in 
the network. Register into Particular network and the node 
related information stored on the database along with the 
secret key.   

 
Fig1Node Creation 

 
COMMUNICATION PROCESS 
The communication process consists of several components. 
Let's take a look. A sender is the party that send a message. 
Lindsey, of classes, will be the sender. She'll also require 
the message, which is the information to be conveyed. 

Lindsey will also need to encode her message, which is 
transforming her thoughts of the information to be conveyed 
into a form that can be sent, such as words. A channel of 
communication must also be selected, which is the manner in 
which the significance is send. channel of communiqué 
include tongue, script, video announcement, audio broadcast, 
electronic communiqué through emails, text messages and 
faxes and even nonverbal communication, such as deceased 
language. Lindsey also needs to know the aim of her 
announcement. This party is called the receiver. The receiver 
must be able to decode the message, which earnings 
emotionally processing the message into perceptive. If you 
can't decode, the message fails. For example, distribution a 
message in a native language that is not unwritten by the 
receiver in all probability will result in decoding stoppage.  

 
Fig 2 Communication Process 

 
KEY GENERATION PROCESS 
Key generation is the procedure of 
generating keys in cryptography. A key is use to encrypt and 
decrypt whatever data is being encrypted /decrypted. A 
device or program used to produce keys is called a key 
generator or keygen. current cryptographic systems 
embrace symmetric-key algorithms (such as DES and AES) 
and public-key algorithms (such as RSA). Symmetric-key 
algorithms use a single communal key; keeping data secret 
require keeping this key covert. Public-key algorithms apply 
a public key and a private key. The public key is finished 
available to somebody (often by means of a digital 
certificate). A sender encrypts data among the public key; 
only the holder of the private key can decrypt this data. Since 
public-key algorithms tend to be a large amount slower than 
symmetric-key algorithms, modern systems such 
as TLS and SSH use a arrangement of the two: one party 
receives the other's public key, and encrypts a little portion of 
data (either a symmetric key or some data used to generate 
it). The residue of the discussion uses a (typically faster) 
symmetric-key algorithm for encryption.  

 
Fig 3 Key Generation Process 

 
FILE TRANSMISSION PROCESS 
File Transfer Protocol may even be a usual network 
protocol next-hand for the relocate of portable computer 
files within the middle of a shopper and server on a 
network. The File Transfer Protocol  is build on a client-
server model structural design and uses separate manage 
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and data connections between the client and the server. 
The File Transfer Protocol users may validate themselves 
with a clear-text sign-in protocol, more often than not in the 
manifestation of a username and password, but can join 
namelessly if the server is configured to allow it. For secure 
transmission that protect the username and password, and 
encrypts the contented, The File Transfer Protocol  is 
often secured with SSL/TLS. SSH File Transfer Protocol  is 
sometimes also used instead; it is scientifically different. The 
first The File Transfer Protocol  client application 
were command-line programs developed before operating 
systems had graphical user interfaces, and are still shipped 
with most Windows, Unix, and Linux operating 
systems. countless The File Transfer Protocol  patrons and 
mechanization utilities have since been urban for desktops, 
servers, mobile campaign, and hardware, and The File 
Transfer Protocol  has been integrated into productivity 
applications, such as web page editors. 

 
Fig 4 File Transmission Process 

 
Event Monitoring 
Event Monitoring is that the method of collection, analyzing, 
and signal event occurrences to subscribers like OS 
processes, active database rules moreover as human 
operators. These event occurrences could stem from 
discretionary sources in each software package or hardware 
like operative systems, management systems, application 
software package and processors. Event monitoring may use 
a time series database. Event watching makes use of a 
logical bus to move event occurrences from sources to 
subscribers, wherever event sources signal event 
occurrences to all or any event subscribers and event 
subscribers receive event occurrences. An event bus will be 
distributed over a group of physical nodes like standalone pc 
systems. Typical samples of event buses square measure 
found in graphical systems like X Window System, Microsoft 
Windows moreover as development tools like SDT. Event 
assortment is that the method of collection event occurrences 
in an exceedingly filtered event log for analysis. A filtered 
event log is logged event occurrences that may be of 
meaningful use within the future; this means that event 
occurrences will be faraway from the filtered event log if they 
are useless in the future. Event log analysis is that the 
method of analyzing the filtered event log to combination 
event prevalences or to make a decision whether or not or 
not an occurrence occurrence ought to be signalled. Event 
signalling is that the method of signalling event occurrences 
over the event bus. 

 
Fig 5 Event Monitoring 

 
ARCHITECTURE DIAGRAM 

 
Fig 6 Architecture Diagram 

 

CONCLUSION  
In this project, we have presented the design, implementation 
and evaluation of D-PID, a framework that dynamically 
changes path identifiers (PIDs) of inter-domain paths in order 
to prevent DDoS flooding attacks, when PIDs are used as 
inter-domain routing objects. We have described the design 
details of D-PID and implemented it in a 42-node prototype to 
verify its feasibility and effectiveness. We have presented 
numerical results from running experiments on the prototype. 
The results show that the time spent in negotiating and 
distributing PIDs square measure quite tiny (in the order of 
ms) and D-PID is effective in preventing DDoS attacks. We 
have also conducted extensive simulations to evaluate the 
cost in launching DDoS attacks in D-PID and the overheads 
caused by D-PID. The results show that D-PID significantly 
increases the cost in launching DDoS attacks while incurs 
little overheads, since the extra number of GET messages is 
trivial (only 1.4% or 2.2%) when the retransmission period is 
300 seconds, and the PID update rate is significantly less 
than the update rate of IP prefixes in the current Internet. To 
the most effective  of our information, this work is that the 
commencement toward victimization dynamic PIDs to defend 
against DDoS flooding attacks. We hope it will stimulate more 
researches in this area.  
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