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Abstract: before the concept of cloud computing, people were using local servers to store their data. Local servers are costly and there is a chance of 
data loss also it was impossible to access data when servers were out of reach. To overcome this problem cloud computing was introduced. In the 
computing field indeed cloud computing is a famous and growing technology. Cloud computing is famous because its cost is low, easy to resolve errors 
and it provides moderate server storage. As there are some benefits of cloud computing it also has some disadvantages. While upgrading from local 
server to cloud computing server some security issues raises. These security issues are also a problem for cloud stakeholders. In past, some 
researchers have worked on cloud computing security issues but their focus is just on cryptography. Cloud computing functionalities, what is multi-cloud 
computing, and security issues in multi-cloud computing are discussed in detail in this paper. 
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1 INTRODUCTION                                                                     

N computing cloud computing is the latest technology, which 
provides cloud services over the internet. Hardware, software, 
storage, and networking are basic services of cloud 
computing. There is more than one cloud service provider in 
multi-cloud computing. Whenever a user-developed a website 
and wants to host that site. He has to pay a large amount to 
buy a server to host that site. When a site is hosted the next 
problem he faced is maintenance and surveillance of data 
traffic. Due to moderate data traffic, all server storage is used 
in peak hours on the other hand server load remains idle for 
the rest of the time. Due to all the above-mentioned issues 
sometimes it’s difficult to handle the situation. To deal with 
such kinds of issues cloud computing is introduced. 
Information and applications are stored, operations performed 
and management is done on the servers placed on the 
internet rather than on personal servers. Nowadays many 
companies are migrated towards the cloud-like IBM smart 
cloud, Google cloud, amazon web services.  It is predicted that 
more than 79% of companies will be updated to the cloud by 
2025. In recent studies, it has been observed more than 78% 
of organizations are based on multi-cloud policy. 
 
1.1 Multi-Cloud Computing  
When multiple cloud services are being accessed from 
multiple cloud service providers is called multi-cloud 
computing. Any type of cloud computing can be used for multi-
cloud computing deployment purposes. Multiple companies 
will be share cloud services from different cloud stakeholders. 
So, there is a rare chance of data stolen and cloud services 
will be available at any time.  

1.2 Issues in Multi-cloud Computing 
1. Different Stakeholders and expertise  
2. Safety Challenges  
3. Information Administration Assessment  
4. Assessment procedures  

Diagram.1 shows how organizations share cloud services from 
multiple cloud stakeholders.  
 
Diagram.1 Multi-cloud Computing architecture for an 
organization that is sharing services from different 
stakeholders. 
 

2 SECURITY OF CLOUD  
Old computing trends can be upgraded with cloud computing 
but cloud computing is safe for data communication is a 
question. Like, in 2012 some expert hackers did a cyber-strike 
on LinkedIn, where billions of people's private data were 
stolen. Apple service name I cloud also affected in past 
hackers hack all I cloud data and share people private data 
publically. A TV channel name SONY was also encountered by 
cyber attackers in the past where all their high-level privacy 
was leaked. Hackers publically upload their movies before 
releasing and all their assets report was shared with the 
public. While above observations shown that there is a 
security flaw in a cloud that needs to be overcome. Here 
comes cloud security that addresses this security issue using 
methodologies and tools to secure data, apps, and 
architecture linked with cloud computing. 
 
1.1 Security Issues in Cloud Computing 

 
1.1.1 Storage of Data 
Data is stored in the cloud over the internet network where the 
client does not have any physical contact with data and he has 
not any kind of supervision of his data. So, it seems hard to 
monitor the privacy and honesty of data. Data storage 
identification is also difficult in the cloud because server 
placement location is hard to trace. Cloud stakeholders 
manage all cloud components due to this client data 
monitoring lacked which results in the issue of storage of data 
in the cloud.  Kumar [1], Subashini [2] and Sengu [3] did 
research on storage of data, data control loss, and data 
placement security issues in the cloud. Improved security 
solutions proposed by SK [4], Tang [5], and Wei [6] proposed a 
security strategy called File Assured Deletion Fade.  
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1 Cryptography 
This technique is used in cloud computing for information 
safety.  The sender converts plain text into cipher text using an 
encryption key. It is hard to trace original text from cipher until 
the encryption key is known. In this technique, all data security 
depends on an encryption key. So, if the encryption key is 
weak there is a chance of cyber-attack. Message 
Authentication Code and Advanced encryption standard 
methodologies used to secure data. 128 bits encryption key is 
used in advanced encryption standards.  Yu [7], Grobauer [8] 
have done research on security issues regarding unsure 
cryptography techniques dictionary attack, and brute force. 
Cryptography security problems solution was proposed by 
Boldyreva [9] and Jaber [10] that includes cryptography and 
order-preserving in cloud computing.  
  
2 Data sanitization 
Cloud useless data or data i.e. used and we don’t need in the 
future is removed through a procedure is called data 
sanitization. Data can be lost or the attacker can attack if data 
is not properly garaged. Resource recycling, hard disk multi-
tenant usage, and unused data hard disk security issues 
policies were studied by Casale [11] and Reardon [12] that 
proposed the protective data format method.  
 
3 Virtualization 
The concept of virtualized cc is the main reason for using cc in 
the industry. Multi-tenancy and virtualization if not free for the 
threats and attackers but they are very cost-effective. There 
are many cases available in which the attackers had done 
together attack for accessing the data of the user. The 
virtualized code can be damaged or break by using different 
types of viruses that are present in the virtualization software. 
When the software will be used for virtualization services the 
viruses will damage the code. In Amazon EC2 the side-
channel attacks (―the data flowing between sender and 
receiver without interference‖) is discussed by [13]. In all 
cases that have been discussed the intruder gets control of the 
user’s data and services by adding some bit in the data flow. 
 
4 Computing confidentially 
The organizations that provide cloud services are required to 
mainly concentrate to protect data that is stored on clouds. 
The clouds contain sensitive data, this sensitive data needs to 
be protected when the user is using this sensitive data. If the 
cloud service provider does not protect the user’s sensitive 
data then the user will not satisfy with the services of the cloud 
providers. The user will not store his sensitive and private data 
on the clouds due to less security. The private data that is 
stored on the network of the company need more security so 
that the unauthorized person can’t access this data. An 
organization named Linux foundation has established a group 
of experts that will observe this security and suggest the 
solution for these security issues. 
 
5 Authorization and Authentication 
It is very difficult to get access to data that is related to the 
auditor, admin, and the user. It is also very difficult to get to 
operations of the system that are executing on the application 
of the user in multi-clouds. It is not sure that the policy P’s of 
an organization that is providing cloud services to users will 
scale and work across policy Q’s of the cloud provider 

organization if we use authorization and authentication in 
multi-clouds. If we want to implement policies of multi-clouds 
that are based on the application of the user then different 
applications are available for this purpose. 
 
6 Availability of services 
Many organizations had left their previous server technology 
and stars using multi-cloud services, it all due to the 
development and advancement in multi-cloud technology. 
There are many advantages of multi-clouds but the most 
important advantage is that user can access their data anytime 
and anywhere. All the features of multi-clouds made the 
availability of user’s data and downtime never happen. How 
multi-organizations left single clouds and start using multi-
clouds for the sake of high security of data, all are discussed 
by Muhammad et A [17]. 
 
7 RELATED WORK  
 The idea of a multi-cloud application that is based on model 
control is described by the Macro Miglierina [21]. The 
upgrades of decision constraints optimizations trouble address 
the adopted method had a few troubles in discovering the 
most accurate solution. The computing experiments that 
compare different algorithms with branch and the bound 
algorithm have given the results that all previous algorithms 
are slow and branch and bound algorithm is fast, this all is 
discussed by Adre Almeida and Franciso [22]. In health care 
the possibility of the multi-cloud and single cloud has been 
observed in terms of vulnerabilities of security. . The idea of 
―software as a service by interoperating in a Multi-Cloud 
Environment‖ is described by Saravanan and Rajeswari 
Sridhar [24]. The security challenge is optimized in the 
structure of private cloud in multi-cloud services. Most brokers 
are used in the structure of the private cloud as a solution for 
interoperation, the cost of interoperation is increased if the 
multi-cloud security is changed. There is a Toolkit that is used 
to decrease the security of problems that may be happening in 
interoperation. These security problems are decrease without 
the interference of brokers. The toolkit is called the 
interoperation toolkit. If the toolkit is used it does not provide 
some cloud services.The concept of integrating data in MCC 
with mobile clouds was discussed by Marco Scarpa and 
Riccardo Di Pietro [25]. ARIANNA -a software program-
primarily based program as opposed to the software program 
regulations that let in "Secure Storage as a Service (SSAA S)" 
in MCC. Some of the cloud services like Open Stack Swift, 
Dropbox, and Google clouds are compared with quantitative 
performance analysis with multi-cloud technology given by 
Arianna’s application. The robotic system with mobile clouds is 
described by shakya [27], the robotic architecture that is based 
on clouds and uses a decentralized and centralized cloud that 
controls cloud to machine and machine to cloud was also 
discussed by Shakya. The analytical techniques of big data to 
observe the actual values are not shown in larger data set 
flow, it very clear in most of the applications for example 
security control, industrial advancement, and smart home to 
the smart city advancement. Table one comparison of related 
work on computer security problems in multi-cloud services is 
compared. For both multi-clouds and single clouds, the 
security techniques have been applied with help of data 
violation data integrity matrices and securities that have been 
applied on clouds. In single cloud computing to observe the 
cloud security, the theoretical cases were taken in previous 
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days. In single cloud computing, the experiment was taken to 
study security risks in the simulated environment. On the 
physical server, the recent advancements are updating, 
designed, implemented, and deployed. The organizations that 
provide cloud computing services mainly concentrate on cloud 
security problems in the multi-clouds environment are 
compliance, vulnerability management, access management, 
data security, threat management, secure system 
development life cycle (SDLC), logging and auditing, incident 
response, and infrastructure security. To study the service 
unavailability issues in multi-clouds how to remove these 
issues from the multi-clouds is the main purpose of this survey 
paper.    
 

8 CONCLUSION 
Now a day cloud technology is widely used as well as a rapidly 
growing technology, the basic reason behind this is that it 
provides very large space for data storage. This stored data is 
easily available for the user anytime and anywhere. The 
deployment of cloud computing is very easy, quick, and cost-
effective. If we talk about data security and privacy in cloud 
computing there might be continually a situation of adopting 
cloud computing. There are still many security issues are 
present in cloud computing for example week cryptography, 
used data is not properly disposed of, and at virtualization 
level inaccessibility of real isolation. In this survey paper, we 
try our best to cover security issues in cloud computing at 
different levels.  
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